





BERKELEY: Information Systems and Technology
May 29, 2003

DEANS, DIRECTORS, DEPARTMENT CHAIRS, ADMINISTRATIVE OFFICERS

Re: Campus Information Technology Security Policy 

At the core of UC Berkeley's information technology infrastructure is its communications network, with thousands of connected servers on campus and millions of other servers connected throughout the world. Faculty, students, and staff depend on the reliability and functionality of this network and on the associated applications, data resources, services, and online communities of colleagues for much of what they do. Unfortunately, incidents of attacks on these systems have increased dramatically. On an almost daily basis, the campus discovers, or is apprised of, a misuse of our resources by external parties. These include worms, illegal software repositories, system break-ins and other security breaches. The result of these attacks has been the loss of service to campus research, instruction and administration, as well as a huge amount of staff time required to recover from them. 

In response to these threats, the Campus Information Security Committee developed an important new policy regarding the security and protection of campus electronic information resources. This policy was developed with input from many campus administrators and staff representing the varied technology environments present on the Berkeley campus, and it was approved by the e-Berkeley Steering Committee.

The purpose of this policy is to define the roles and responsibilities that each member of the campus community has in regard to information security. The policy defines three major roles, Administrative Officials (e.g., department chairs, principal investigators, managers), Providers (e.g., project managers, system administrators), and Users. Each of these roles has a set of responsibilities for the electronic information resources under their control. 

The policy is available at: http://socrates.berkeley.edu:2002/IT.sec.policy.html
Please review this policy with your department's faculty, principal investigators, business officers and information technology staff. If you or your staff have any questions regarding it, please contact Campus Information Systems Security Officer Craig Lant


   <craig@ack.berkeley.edu>.

This new policy is part of the foundation of policies and procedures designed to strengthen UC Berkeley's growing online environment.
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